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ABSTRACT 

Background/Objectives: Criminal communities are currently operational using email and social networking sites. 

There are several stakeholders who play key and influential roles by acting as mediators. Detecting these central 

members is the main concern for criminal investigators. The objective is to construct a social graph with a list of 

suspects from emails. 

Methods: In this, vertices represent criminals and edges represent the relationship between them. The graph is 

analyzed to identify profiles of influential criminals based on the frequency of their communication through emails. 

Centrality measures are used for identifying influential members in the graph. The centrality of a member in a 

network is a measure of the structural importance of the member. The significant aspects of centrality: degree, 

closeness, and betweenness are calculated.  

Findings: By analyzing each network we can find patterns and substructures of that network. Subsets of the criminal 

network are interpreted as smaller graphs collaborating and involved in the same malicious activity 

KEY WORDS: graph-based, centrality measures, criminal communities.  

1. INTRODUCTION 

It has been noticed that cybercriminals frequently don't work alone and shape underground online groups, 

for example, discussions that enable them to invite other people to participate in their illegal activities. Gaining a 

deeper understanding of how cybercriminals operate and communicate can empower safeguards to art more viable 

mediations to disturb their unlawful exercises (Levchenko, 2011). The importance of analyzing criminal networks 

lies in its ability to reveal structures of these networks by determining how the members are related, which members 

have essential roles, and how information flows through the network. In our project, we focus on emails, as they are 

one of the most widely used forms of communication over the Internet. We aim to construct graphs from the data 

since whose offenders constitute a criminal network where each member of this graph has a specific role. Social 

groups and the relationships among the members of social groups can be easily identified using Social network 

analysis (SNA). In SNA, a network that represents a social group which has to be constructed first and then analyzed. 

In such a network, the members of a social group are represented by vertices and the relationships between members 

are represented by edges. Mobile Communication Data (MCD) is a way of constructing a social network, where 

every person (i.e., a contact) is represented by a vertex in the network and the flow of communications between two 

persons (e.g., phone call records, messages, etc.) is represented by an edge in the network. The communication 

records are collected either specifically from mobile devices or by implication from mobile network providers. 

Specialists from multidisciplinary fields exploited the important data contained in MCD to infer useful patterns and 

trends. For instance, Urban Planning engineers examine MCD to comprehend driving conduct and determine areas 

of congestion. Health Care researchers examine MCD to comprehend the correlation between human mobility and 

the spreading of infectious diseases in a particular topographical region. 

Generally, legal examiners go for recognizing people who are included or can possibly be included in a 

criminal movement. Advanced Forensics has developed as a promising tool for forensic investigators. Typically, 

forensic investigators dissect communication records to deduce the connections among criminal suspects. As of late, 

forensic investigators have demonstrated an essentially developing interest on utilizing MCD for distinguishing 

criminal communities and recognizing the influential members from the groups. Usually, criminals involved in 

organized crimes, such as drug trafficking, terrorism, and criminal gangs, plot their activities through mobile phone 

communications. For instance, drug traffickers regularly communicate through cell phones to ponder and mastermind 

the carrying, circulating, and offering of drugs. The relationships among these criminals can be demonstrated as a 

network, in which every vertex in the system represents a criminal and his particular part in the crime and every edge 

represents the communication attempts between two criminals. Along these lines, it is basic for forensic investigators 

to break down such a system to decide how criminals are connected and to distinguish the compelling individuals 

from a criminal organization. Towards this, we dissect the structure of the system (i.e., how the communication 

between the criminals flow). In Digital Forensics, MCD has also been utilized broadly to identify the dynamics of 

criminal network. Most frequently, criminal examiners are considerably more interested by knowing a segment of 

the influential members from a criminal organization, who are the prompt leaders of lower-level criminals. These 

lower-level criminals are the ones who usually carry out the criminal works; in this manner, they are less demanding 

to recognize (e.g., easier to implicate and arrest). A ultimate objective of investigators is to distinguish the immediate 

leaders of these lower level criminals keeping in mind the end goal to disturb future crimes. Given a list of vertices 
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representing to lower-level criminals in a system depicting a criminal organization, forensic criminal investigators 

would attempt to distinguish the most vital vertices to this list of vertices. These vertices would represent the 

immediate leaders to the given list of lower-level criminals. The concentration has been principally on distinguishing 

the set of people who could possibly be involved in an incident (Xu, 2005). The initial step in accomplishing this is 

representing the data that should be investigated in an auxiliary frame. For this reason we have utilized graphs. A 

graph comprises of set of vertices that are connected by a set of edges. In emails, for example, a vertex represents an 

email address and the edge represents any correspondence, that is, email between individuals in the system. 

This can also be represented as: given a graph G(V, E), where V is an set of vertices and E is a set of edges, 

determine the relative significance of each vertices u ∈ V as for all question vertices q ∈ V. Centrality measures are 

utilized to locate the powerful individuals, which relies on upon the frequency of communication. By investigating 

every network we can discover patterns and substructures in that system. In our examination, subsets of the criminal 

network could be interpreted as smaller groups of criminals teaming up and working together. 

2. RELATED WORKS 

In the field of Cyber Forensics, distinguishing proof and investigation of criminal networks has been picking 

up significance in the course of the most recent couple of years. A few reviews have been made and endeavors to 

recognize criminals have been successful. Mislove (2007), analyzed several large scale online social networks with 

the goal of improving the design of online social networks. Kumar (2010), performed an analysis of Flicker photo 

sharing and Yahoo 360 social networks and focused on understanding how they change over time. Kwak (2010), 

gathered data b Mislove (2007), analyzed a few vast scale online social networks with the objective of enhancing the 

outline of online social networks. Kumar (2010), played out an examination of Flicker photograph sharing and Yahoo 

360 isocial networks and concentrated on understanding how they change over time. Kwak (2010), gathered data by 

crawling Twitter and did an examination among various ranking criteria alongside an investigation of the effect of 

retweets in this system. More recently, Ugander (Qin, 2005) did a total examination of Facebook's social graph and 

registered distinctive elements of that graph, for example, measuring the "your friends have more friends than you" 

phenomenon. 

There is an extensive amount of previous work on utilizing social graph investigation to pick up a superior 

understanding of criminal social networks structure and to distinguish key individuals from criminal groups. Xu and 

Chen presented a system called Crime Net for automated network analysis and representation and claim they can 

identify central members and interaction pattern between groups essentially faster. Xu proposed a shortest-path 

algorithm for link analysis technique to distinguish the strongest association paths between entities in a criminal 

network. Qin (2005) used Web structural mining techniques with the objective of terrorist network analysis. Harper 

and Harris (1975), utilized link analysis in an examination including 29 law authorization investigators to depict 

connections of a criminal organization. Sparrow (1991), applied network analytic techniques to investigate criminal 

networks with concentrated on distinguishing proof of vulnerabilities in criminal organizations. Kerbs (2002), 

utilizes open information to examine the tragic events of September 2001. Xu and Chen examined a few networks 

comprising of criminals in view of the crime occurrence data given by the Tucson Police Department. Lu (2010), 

also utilized social graph investigation techniques to examine a programmer group in light of printed information 

got from daily newspapers, court procedures and trial transcripts. In this studies on criminal social networks, they 

either utilized news stories or data from media or information gathered through observational reviews, which brings 

about small scale networks with irregularities and errors. They needed to utilize this information to theorize about 

relationships among individuals from that criminal group. Another set of studies have performed bigger scale 

examination of criminal networks. Yang (2012), did an examination of criminal group on Twitter. They utilized 

twitter profiles which posted malicious URLs distinguished by Google safe browsing as their underlying community 

and introduced a calculation comparable with PageRank keeping in mind the end goal to induce criminal records. 

Stringhini (2010), dealt with recognizing spammers in various informal social networks by utilizing honey-profiles. 

Other network analysis techniques have been utilized for distinguishing groups. One of these systems is called k-

clique. The term "clique" was presented by Luce and Perry (2012). A clique is a graph/network, whose vertices are 

connected. Every k-clique sub-network represents a sub community. The contribution to a framework utilizing the 

k-clique strategy is a system along with a value k, and that yield a clique of size k. The authors in utilized the k-

clique system for recognizing the groups required in the so-called Nigerian fraud scamming. Thus, the authors 

utilized the k-clique technique to explore the connections among a group of hackers called Shadow crew. Other 

Relational Analysis systems have been utilized as a part of various fields. For instance, they have been utilized for 

deciding the semantic similarities of the individuals from a social groups. Social Network Positional Analysis 

considers the general structure of an social network. The key strategy for Positional Analysis is block modeling. 

Block modeling includes the accompanying two stages: (a) Network partitioning, and (b) Interaction pattern 

identification. In network partitioning, a system is separated into positions in view of the structural similarities among 

the vertices of the system. Comparable procedures have also been utilized as a part of the range of bioinformatics. 

In the paper Constructing and Analyzing Criminal Networks (Hamed Sarvari, 2014), social graphs are utilized for 
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breaking down and interpreting the data by, in which nodes are the Nigerian criminals and their friends and edges 

are their Facebook relationship. Two nodes are adjacent if they are friends on Facebook. The technique used for 

visualizing the graph is Force Atlas 2. Force Atlas 2 is a visualization algorithm which tries to deliver a format that 

ives the best translation of the information. It recreates a physical framework in which nodes spurn each other and 

edges draw in nodes they interface. Having scraped friends list of 262 actors, the entire diagram comprises of more 

than 43 thousand nodes. Since it would be outwardly hard to interpret this huge graph, they pruned the diagram by 

expelling companions who were associated with just a single criminal actor in the graph. The outcome is the graph 

of the Nigerian people group that exclusive incorporates friends associated with at least two actors, which has 1740 

nodes. 

Limitations of Existing Work: In most of studies on criminal social networks, the data set used are either news 

stories or information from media or data collected through empirical studies, which results in small scale networks 

with inconsistencies and inaccuracies. They needed to utilize this information to estimate about connections among 

individuals from that criminal group.  

 In Constructing and Analyzing Criminal Networks, Force Atlas 2 calculation has been utilized. The 

constraint of that calculation is that it has high running time. Likewise it experiences poor nearby minima. 

The constrain coordinated drawing has the specificity of putting every hub relying upon alternate hubs. This 

procedure depends just on the associations between hubs. Inevitable traits of hubs are never considered. This 

methodology has its downsides. The outcome fluctuates relying upon the underlying state. The procedure 

can stall out in a nearby least. It is not deterministic, and the directions of every point don't mirror a particular 

variable.  

 The outcome can't be perused as a Cartesian projection. The position of a hub can't be translated all alone; it 

must be contrasted with the others. In spite of these issues, the strategy has the benefit of permitting a visual 

elucidation of the structure. It’s extremely substance is to transform basic vicinities into visual vicinities, 

encouraging the examination and specifically the investigation of interpersonal organizations. 

Proposed Framework: 

 
Figure.1. Framework of proposed System 

Dataset: We separated all email addresses that showed up in the form and to fields of all messages in the dataset. 

Once removed, a chart was developed where hubs speak to email addresses and weighted, coordinated edges speak 

to the correspondence between email addresses. The criteria used to distinguish these email locations was to first 

match the first and last name of every representative that was distributed in with the email addresses (as they utilized 

the tradition firstname.lastname @enron.com). On the off chance that more than one email address was recovered, 

the second step was to pick the one which has the most elevated hub degree in the diagram. The most noteworthy 

hub degree shows that the email address was utilized frequently as a part of the system to send or get messages.   

The Enron dataset was gathered and arranged by the CALO Project (A Cognitive Assistant that learns and 

Organizes). It contains information from around 150 clients, for the most part senior administration of Enron, 

composed into envelopes. The corpus contains a sum of around 0.5M messages. This information was initially made 

open, and presented on the web, by the Federal Energy Regulatory Commission amid its examination. We extricated 

the from and to fields of one email utilizing python. After this, we pipelined the code to extricate these fields from 

the messages of all the subfolders utilizing GNU Parallel and put away the yield in a content record. 

Graph Construction: In this system, a graph is constructed from crime incident reports. These reports typically 

incorporate the names of crooks/suspects, the sort of crime, and the area and date of the crime. This information is 

extricated from the messages sent by the suspects. We expect that criminals who show up in a similar crime incident 

report work together in perpetrating violations. We additionally accept that the more lawbreakers show up in a similar 

crime incident reports the more grounded their connections are. Consequently, the quantity of co-events of criminal 
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names in a similar crime incident reports can be considered as demonstrative of the quality/weight of the connections 

between these offenders. This is on account of the co-event of criminal names in similar reports can uncover certain 

examples, which can be changed to connections (i.e., edges) in the diagram. In such chart, a vertex speaks to an 

individual criminal, a connection speaks to the relationship between two offenders, and a co-event weight of a 

connection speaks to a social quality between two criminals.  

Developing chart by physically removing social information from crime incident reports can be extremely 

tedious. Accordingly, we embrace the idea space way to deal with build chart naturally from crime incident reports 

(Kamal Taha, 2015). We utilize this idea to distinguish the connections among lawbreakers and changes these 

connections into a diagram. This idea distinguishes related words/phrases in light of their co-events in similar records 

(e.g., crime incidents). The names of every two lawbreakers/suspects in a crime incident report represent a pair. A 

couple of words/expressions is resolved to be connected in view of the recurrence of their co-events in the sentences 

of a similar crime incidents. The relationship of every pair is assigned a weight that mirrors the quality of the 

relationship. This weight is resolved in view of the measurable centrality of the co-events of the pair in crime incident 

reports. That is, the more the pair co-occurs, the more related it is. On investigating the chart, we can construe: i) 

which criminal has a focal position in the diagram ii) which are the subgroups and communities can be found in the 

diagram iii) what is the positioning of criminals in light of their significance and impact on the diagram. The 

responses to the above inquiries lie in ascertaining chart's centrality measures and utilizing community detection 

methods.  

The From and to fields are taken as vertices and the frequency of communication as edges to build a diagram. 

To begin with, Networkx python library is utilized to create a Graphics Modeling Language (GML) file, which 

comprises of node-edge pairs. From this, a graph is built using functions in the iGraph library. 

 
Figure.2. Sample social graph 

Centrality Measures: 

Degree Centrality: The first measure of distinguishing an important node is number of its neighbours. It is believed 

that the node that has the most neighbours has the most activity and influence in its local neighborhood and hence is 

a key member. Degree Centrality is defined as: 

𝐷𝑖 =
𝑘𝑖

𝑁−1
=

∑ 𝑎𝑖𝑗𝑗𝜖𝐺

𝑁−1
     (1) 

Where ki is degree of the node, aij is the ijth element of the adjacency matrix and N − 1 is the normalization 

factor (N is the number of nodes of the graph). Therefore Di will be independent of network size and 0 ≤ Di ≤ 1. 

Betweenness Centrality: Betweenness of a node is the number of shortest paths in graph which passes through that 

node. A node with high betweenness has a key role in flowing information. It usually connects two densely connected 

parts of the graph so acts as the broker of messages between those communities. Removal of such node can lead to 

major shortcomings in message passing and communications in the network. Betweenness Centrality is defined as: 

𝐵𝑖 =
∑

𝑛𝑗𝑘(𝑖)
𝑛𝑗𝑘

⁄𝑗<𝑘𝜖𝐺

(𝑁−1)(𝑁−2)
   (2) 

Where njk is the number of shortest paths between j and k and njk(i) the number of such paths which pass through 

node i. 

(N −1)(N −2) is the normalization factor. 

Closeness Centrality: Distance (farness) of a node from other nodes in a graph is defined as the sum of shortest 

paths between that node and all other nodes in the graph. A node with low distance with different nodes can reach 

different nodes is less demanding and quicker. Closeness of a point is defined as: 

Ci = (Li)
−1 =

N−1

∑ dijjϵG
   (3) 

Where dij is distance between nodes i and j. Li is the normalized distance of a node from other nodes in a graph. 

Eigenvector Centrality: Determines to what extent a node is connected to other well-connected nodes. It is defined 

as: 

xi =
1

λ
∑ xjjϵM(i) =

1

λ
∑ aijjϵG xj   (4) 

Where M (i) is the set of neighbours of i and λ is a constant and aij is the ijth element of the adjacency matrix. 
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Page Rank: This can be utilized as a ranking among nodes of a graph, allowing us to think about relative 

"significance" of the nodes. The reason behind choosing Page Rank is that there is a clear similarity between web 

pages and links among them and social networks. Page Rank is designed to produce a global “importance” for Web 

Pages and we are trying to find an overall importance of the criminal actors based on their graph position. Page Rank 

is introduced in this section so that we can make a comparison between centrality measures and Page Rank. Page 

Rank is defined recursively as:  

PR(A) = (1 − d) + d ∗ ∑
PA(B)

L(B)BϵM(A)    (5) 

Where M(A) are the nodes neighbouring A, L(B) is the number of outgoing links in B and d is the damping 

factor. 

Centrality measures are applied on the top 1000 nodes in the graph, based on the frequency of 

communication. 

A comparison graph is drawn between known guilty vertices and the top 1000 nodes, with respect to 

centrality measures and Page Rank.  

 
Figure.3. Centrality Measures 

Community Detection: Community detection gives us the knowledge that the two disjoint fragments of the diagram 

which outwardly appeared, by all accounts, to be thickly related subsets of the graph are themselves isolated into 

substructures. Each of these substructures has higher detachment and is more thickly related. The Louvain procedure 

is a fundamental, viable and easy to-complete technique for recognizing bunches in extensive network. The 

procedure has been used with achievement for frameworks of an extensive variety of sorts and for sizes up to 100 

million nodes and billions of connections. The analysis of a typical network of 2 million nodes takes 2 minutes on a 

standard PC. The procedure confers hierarchies of groups and grants zooming inside groups to discover sub- 

communities, sub-sub- communities, and so forth. 

This is one of the most widely used strategies for recognizing bunches as a piece of substantial networks. 

The strategy is a greedy optimization method that endeavors to enhance the "modularity" of a segment of the network. 

The optimization is performed in two phases. At first, the procedure scans for "small" groups by streamlining the 

measured modularity. Second, it totals nodes having a place with a similar group and fabricates another system whose 

nodes are the communities. These means are repeated iteratively until a greatest of modularity is achieved and a 

hierarchy of communities is produced. Despite the fact that the correct computational many-sided quality of the 

strategy is not known, the technique appears to keep running in time O(n log n) with the majority of the computational 

exertion spent on the advancement at the primary level. Exact modularity optimization is known to be NP-hard. 

 
Figure.4. Sample input graph 

The Louvain algorithm is used to obtain partitions or sub-communities in the graph. Nodes belonging to the 

same community are aggregated and a new network whose nodes are the communities is constructed. A total of 2509 

communities were detected from 37000 nodes in the graph. The output is in text format. Graphs are constructed using 

Networkx and iGraph libraries for the same. 

4. CONCLUSION 

In this paper, we have demonstrated the magnitude of social graph information that can be collected from a 

small set of criminal email addresses. Our analysis shows that these criminals are organized into tightly connected 

groups of criminals along with larger communities of loosely connected criminals. By using graph analysis technique 

we have identified key members of these criminal communities that might be targeted to disrupt these communities.  
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This work has focused on emails, but there are many other online social networking data available, such as Facebook, 

Twitter and Google+ that allow look up of profiles by email address. As future work we plan on linking the social 

graph from Facebook with those of profiles on these other services to build an even more complete graph of this 

scammer community. 
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